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Abstract 
E-commerce transactions are rapidly replacing conventional face-to-face 
commercial transactions. The old rules and norms governing the sale of 
goods and services are becoming obsolete and incapable of addressing legal 
issues emerging from e-commerce transactions. Hence, there is a need for 
an upgrade of the legal norms, statutes, or rules governing commercial 
transactions in the present 21st century. To address this challenge, the United 
Nations (UN) adopted the United Nations Commission on International Trade 
Law (UNCITRAL) Model Law on E-commerce (UMLE) in 1996 designed to 
cater for outdated laws or inadequacy of the national laws which were enacted 
without e-commerce in mind. The UMLE aims at ensuring uniform and 
harmonised rules governing e-commerce across the globe. Now, the question 
is: do countries such as Malaysia, Nigeria, and hosts of others take proactive 
measures to address this challenge? To what extent? Do the international 
legal instruments play any role in addressing this challenge? To what extent 
as well? These are some of the nagging questions that form the basis of this 
paper. Thus, the objective of the paper is to study key provisions of the UMLE 
with particular reference to how UMLE comes in to protect electronic 
commerce consumers. It also explores a comparative analysis of the UMLE 
as domesticated by several countries identified in this paper. This is done to 
make appropriate recommendations for improvement. The paper adopts a 
doctrinal/content analysis and comparative methodologies in achieving its 
objectives. Relevant provisions of the UMLE, selected local legislation, 
decided cases, as well as related legal articles were carefully examined. The 
findings reveal the need for e-commerce clear legal rules in any given country. 
Although many countries such as Malaysia have so far enacted e-commerce 
legislation based on the UMLE, the paper further reveals that the UMLE is 
long overdue for review. The paper, therefore, recommends specific 
amendments to the UMLE such as inter alia the inclusion of the rights of 
consumers to obtain receipts for online purchases, elaboration of the 
definition of e-commerce, as well as the prohibition of inserting unfair trade 
terms. Countries with or without e-commerce legislation should also effect 
amendments mutatis mutandis, thereby aligning the norms and rules with the 
current technological developments and realities. For proper interpretation of 
e-commerce and consumer protection norms, countries should constantly 
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acquire guidance from cases collated and uploaded on the UNCITRAL 
website. This will promote international awareness along with a uniform 
interpretation and application of the UMLE and other legal texts produced by 
the UNCITRAL. 

Keywords: e-commerce, legal norms, comparative, uncitral and transactions 
 

 Introduction 
Since time immemorial, commercial transactions have been 

initiated and concluded physically. All parties involved would enter into 
agreements physically where the buyer can see, feel, and touch any 
goods that they intend to buy. In the event of disputes, the traditional 
rules of the contract are employed to identify the party at fault. Besides 
simple and verbal means of forming a contract, there exist rules 
requiring certain contracts to be evidenced in writing. A good example 
of such contracts includes leases and mortgages [Sections 1 and 4 of 
the Statute of Frauds of 1677 (SOF); Druet v. Girouard (2012) NBCA 
401]. Otherwise, the contracts may not be enforceable in a court of law 
[Sections 1 and 4 of the Statute of Frauds of 1677 (SOF); Druet v. 
Girouard (2012) NBCA 401]. In such circumstance, the rights and 
obligations of parties arise only when the parties can establish that the 
contract in question has been reduced to writing and duly signed by 
them [Kropka, 2014]. 

Applying these rules to e-commerce transactions will rather 
complicate the issues than providing solutions. This is why scholars 
argue that the rise of electronic medium for commercial transactions 
throws the law into disarray [Johnson & Post, 1996]. It creates entirely 
new phenomena that require clear legal rules. Thus, since more than 
two decades ago, the United Nations (UN) and Organisation for 
Economic Cooperation and Development (OECD) have been 
introducing legal rules for e-commerce [Laryea, 2011]. At the UN level, 
the relevant arm that has been playing a significant role in shaping the 
legal norms for e-commerce across the globe is the United Nations 
Commission on International Trade Law (UNCITRAL). 

UNCITRAL was created by the United Nations General 
Assembly (UNGA) in 1966 [UNGA, Resolution 2205 (XXI) of 17 Dec. 
1966]. It is the main UN body with interest in the field of international 
trade law [Section I of the UNGA Resolution 2205 (XXI) of 17 Dec. 
1966; Abubakar & Adebayo, 2014]. Comprising a membership of over 
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100 countries across the globe, the main objective of UNCITRAL is to 
promote the progressive harmonisation and unification of international 
trade law [UNCITRAL, 2013]. It has a secretariat located in Vienna, 
Australia that renders a broad range of administrative and legal 
services [UNCITRAL, 2013]. 

Among the main role of UNCITRAL is to produce legislative and 
non-legislative documents on key areas pertaining to commercial law. 
These areas include dispute resolution, international contract, e-
commerce, secured transactions, and sale of goods. UNCITRAL has 
developed a system of collecting court cases that were decided in light 
of its documents. The system is known as the Case Law on UNCITRAL 
Texts (CLOUT). Its purpose is to promote international awareness, a 
uniform interpretation, and application of the legal texts produced by 
UNCITRAL. The cases collected serve as guidance (on trade and 
commerce issues) for courts, tribunals, academicians, lawyers, and 
other interested persons. 

It is in line with its mandates that UNCITRAL drafted the UMLE 
in 1996 [Section II (8) (a)-(h) of UNGA Resolution 2205 (XXI) of 17 Dec. 
1966]. The UMLE establishes rules and norms that validate and 
recognise contracts formed through electronic means [United Nations, 
1999]. It was argued that major recognition and regulation of e-
commerce began with the adoption of the UMLE [Jayabalan, 2012]. 
The UMLE is designed to cater for outdated laws or the inadequacy of 
the national laws which were enacted without e-commerce in mind 
[Jayabalan, 2012]. Therefore, the central focus of the UMLE is to give 
legal effect to any transactions conducted via electronic means. 

The UNCITRAL Working Group on E-commerce (WGE) argues 
that the requirement of writing, signature, and document in the existing 
legal norms is threatening e-commerce [Alhusban, 2014]. This 
portends a serious challenge to consumers who wish to rely on such 
documents in a court of law. The WGE, therefore, acclaims that legal 
steps should be taken to remove these obstacles without much delay 
[UNGA, 2003]. In this respect, UNCITRAL recommends UMLE as a 
universal standard for any states wishing to enact or update their laws 
in dealing with online commercial transactions. The UMLE aims to 
ensure uniform and harmonised rules governing e-commerce across 
the globe. 

From the foregoing, there is a need to conduct a comparative 
analysis of the legal norm for e-commerce and consumer protection 
with UMLE as the central focal point. The main objective of this paper 
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is to study the key provisions of UMLE with particular reference on how 
the UMLE comes in to protect consumers who use electronic medium 
for commercial transactions. It also explores a comparative analysis of 
the UMLE as domesticated by a number of countries identified in this 
paper. This is done to expose the lacunae in the UMLE which will 
eventually enable this paper to make appropriate recommendations for 
improvement or review. 

 Literature Review 
Electronic commerce is a new method of conducting commercial 

transactions. Nevertheless, the tendency of unfair trade practices and 
consumer exploitation by e-traders is eminent. Thus, the need to 
safeguard consumers against such inimical conduct becomes 
paramount (Ilias & Amin, 2016; Abubakar & Amin, 2012). Consumer 
protection, particularly for online consumers, has generated extensive 
academic debates on the need to implement clear rules that will 
validate and guarantee their rights (Amin & Mohd Nor, 2013; 
Akomolede, 2008; Bamodu, 2004). According to Amin & Mohd Nor 
(2013), e-consumer refers to a person who engages in commercial 
transactions via the Internet. Ilobinso (2015) explains that e-consumers 
use electronic means such as the Internet to buy goods and services 
as opposed to ordinary consumers who use conventional markets. The 
enforcement of the UMLE 1996 has paved way for the recognition of 
electronic mediums for commercial transactions. The UMLE gives legal 
effect to any forms of electronic communication (Article 2). Much has 
been said by writers about the MLEC (Laryea, 2011; Jayabalan, 2012; 
Palanissamy, 2013).  According to Eiselen (2008), the UMLE is a non-
binding legal instrument (soft law). Moreover, Hofman (2010) is of the 
view that at present, the UMLE can be considered to have attained the 
status of customary international law having been domesticated by 
over 96 countries, including Malaysia (Ayub et al., 2007). Despite such 
status, the UMLE still needs to be reviewed particularly when it has 
been in operation for over two decades where numerous changes have 
happened between 1996 and 2020. In short, no in-depth discussions 
have been made by authors concerning the inclusion of certain e-
consumers rights into the UMLE. Thus, this paper makes a modest 
attempt to offer meaningful contribution in this area of study, thereby 
adding to the corpus of the existing literature. 
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 Methodology 
This paper employed a doctrinal research method, which is a 

dominant methodology for conducting legal research. It is commonly 
conducted in a library and that is why it is otherwise called library-based 
or arm-chair research method. According to Hutchinson (2008), 
doctrinal research provides a systematic exposition of the rules 
regarding a particular aspect of the law. It analyses the relationship 
between legal texts, explains the areas of challenges, and provides 
solutions for future development. The paper has also explored the 
content and conducted comparative analysis. All analyses in this paper 
are supported with primary and secondary sources such as local and 
international statutes, cases, guidelines, textbooks, journal articles, 
online resources from governments, non-governmental organisations, 
general and academic websites, as well as other databases (Ilias & 
Amin, 2016). 

 Findings and Discussions 
The following are the findings and discussions on the provisions 

of the UMLE, its applications, domestication by states, as well as its 
limitations. 

 Protecting Consumers in E-commerce Transactions  

Protecting online consumers begins with legitimising the Internet 
as a medium for conducting commercial transactions. Hitherto, the 
UMLE recognises communication via electronic medium as a valid 
mean of conducting commercial transactions. The UMLE gives legal 
effect to any kinds of communication in the form of data message 
[Article 5 of the UMLE]. Data message is defined as “any information 
generated, sent, received, or stored by electronic, optical, or similar 
means including, but not limited to, Electronic Data Interchange (EDI), 
e-mail, telegram, telex, or telecopy” [Article 2 of the UMLE]. In other 
words, the UMLE validates the various ways of entering into e-
commerce transactions including means such as Small Text Messages 
(SMS), Instant Message Communications (IMC), EDI, e-mail, 
telephone, and web-based commerce [Nuruddeen, 2011]. Article 5 bis 
of the Model Law thus provides: 

“The information shall not be denied legal effect, 
validity, or enforceability solely because it is not 
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contained in the data message purporting to give rise 
to such legal effect, but is merely referred to in that 
data message”. 

It is to be noted that the UMLE was amended in 1998 and Article 
5 bis was introduced.  Article 5 bis underscores the principle of non-
discrimination and guides countries on how to deal with data message-
related issues. For example, it gives full legal effect to certain 
contractual terms and conditions. Though such terms and conditions 
are not stated in a data message, Article 5 bis treats them as if it is fully 
stated therein. A detailed explanation on Article 5 bis is made under the 
sub-head dealing with silent issues about the Model Law. 

Subsequently, it is argued that the cumulative objective 
provisions of the UMLE is to introduce the “media-neutrality” or 
“technology neutrality” principle into the realm of commerce. This 
means parties can choose any electronic media for commercial 
transactions. Hence, the UMLE upholds the old common law principle 
of freedom of contracting parties. Contracting parties have the freedom 
to choose not only the mode of initiating their commercial transactions 
but also the technology to be utilised for such transactions. On the other 
hand, it is also argued that the objective of the above provisions is to 
bring about the principle of paperless communication (non-
discrimination) into the realm of commerce [Nangela, 2012]. 

The UMLE recognises the fact that legal requirement of paper-
based documentation constitutes an obstacle to the development of 
modern means of communication. Therefore, the principle of non-
discrimination is entrenched into the UMLE to address problems 
associated with the discrimination of paper-based-communications and 
electronic-based-communications. Hence, the principle facilitates e-
commerce by ensuring equality of treatment between paper-based 
documents and those stored or expressed in an electronic form. This 
remains a fundamental factor that militates against the smooth 
operation of e-commerce. 

Furthermore, the UMLE not only upholds the contracting parties’ 
freedom to choose the mode of concluding their contract but also the 
technology to be used in doing so. All parties involved are at the liberty 
to communicate offer and/or acceptance freely using offline or online 
platforms. They also have the freedom to decide the most appropriate 
technologies for e-commerce in terms of expense, deployment, 
security, and reliability [Gregory, 2002]. 
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The obligation of the contracting parties arises only out of their 
free will. Here, the concept is that parties should be allowed to 
determine their fate. Their relationship should be less regulated by 
statutes or courts except to protect the weak (consumers) from 
exploitation [Yerokun, 1999]. In upholding this old principle of law, the 
UMLE allows parties to communicate offer and/or acceptance via SMS, 
IMC, EDI, e-mail, telephone, and web-based commerce. However, it is 
to be noted that modern e-commerce is carried out via the World Wide 
Web (web-based commerce) [Akintola, et al, 2011]. In other words, 
most e-commerce transactions nowadays are conducted on the 
websites of electronic merchants where a party only clicks on a 
keyboard button to either express his/her offer or acceptance, or even 
to make payment [Akomolede, 2008]. 

 Recognition of Electronic Communication for Commercial 
Transactions by States 

The provisions of the UMLE that deal with writing, signature, and 
originality inter alia have since been embraced by many countries 
across the globe. For example, Section 6 and 7 of the Malaysia 
Electronic Commerce Act (MECA) 2006 validate electronic messages 
and contracts [Section 6 of the MECA]. Meanwhile, Section 8 of the 
MECA posits that electronic message fulfils the requirement of writing 
if the information contained therein can be accessed, intelligible, and 
retrievable for subsequent reference. Finally, Section 9 of the MECA 
further recognises electronic signatures in Malaysia. 

Singapore also enacted its own Electronic Transactions Act 
(SETA) in 1998 but it was later repealed and re-enacted in 2010. The 
SETA provides that “unless otherwise agreed to by the parties, offer 
and acceptance may be expressed using an electronic record which 
will not be denied any validity or enforceability because of it being an 
electronic record.” This indicates that a contract may not be denied 
legal effect or enforceability solely because it is formed in an electronic 
environment. 

Similarly, New Brunswick’s Electronic Transaction Act (NBETA) 
2001 was influenced by the UMLE [New Brunswick: SNB 2001, c. E-
5.5, 2001]. The underlying principles of the UMLE were encapsulated 
into NBETA. The New Brunswick’s Court in Druet v. Girouard (2012) 
NBCA 40 held that contractual communications via electronic 
technologies such as e-mails create valid and binding contracts.  



MALAYSIAN JOURNAL OF CONSUMER AND FAMILY ECONOMICS Vol 26, 2021 

29 

A court in the United Kingdom interpreted electronic signatures 
or marks in emails as satisfying the old-style rule of writing and due 
execution [WS Tankship II BV v. The Kwangju Bank Ltd. and another 
(2011) EWHC 3103. See also Golden Ocean Group Ltd. V. SMI PVT 
Ltd. And Anor (2012) 2 EWCA Civ. 265]. In 1999, the United States of 
America enacted its Uniform Electronic Transactions Act (UETA), 
which was modelled after the UMLE [Enadeghe, 2013]. It recognises 
and validates electronic records and signatures. In Robert Naldi v. 
Michael Grunberg (2010) NYSLRB Slip Op 07079, a New York Court 
held that the term “writing” should be construed to include records of 
electronic communications and electronic signatures respectively. The 
UETA further recognises automated contracts (Munir & Yasin, 2007). 

In the African continent, countries such as Ghana, Egypt, and 
South Africa have already recognised electronic records, messages, or 
communications as valid means of creating contractual obligations. In 
fact, only ten out of over 50 countries in the continent have so far 
enacted the provisions of the UMLE [These are Mauritius (2000), 
Tunisia (2000), South Africa (2002), Cape Verde (2003), Egypt (2004), 
Ghana (2008), Zambia (2009), Rwanda (2010), Tanzania (2015), and 
Mozambique (2017)]. Most African countries such as Nigeria are 
hitherto lagging in terms of comprehensive e-commerce legislation 
(Akomolede, 2008; Bamodu, 2004 and Nurudden, 2011). This is not 
healthy for the growth and development of e-commerce as well as the 
consumer protection regime in Africa at large. 

 Limitations on Non-discrimination Between Electronic 
Communications and Paper-based 

It is important to note that the principle of non-discrimination as 
explained above does have several limitations [Blythe, 2005]. For 
example, the UETA requires real estate transactions, will, trust, and 
other contractual documents to be in written form. Otherwise, they 
cannot be enforced in a court of law [Blythe, 2005]. Similarly, Section 
4 of the Ghanaian Electronic Transactions Act (GETA) excludes 
negotiable instruments and bills of lading from being electronic records 
or documents. Thus, maintaining such provisions will hamper 
international trade and defeat the essence of e-commerce. The 
implication of this is that only hard copies of this type of documents will 
be considered by the court. The plain wording of Section 4 of GETA 
reveals that a soft or electronic copy of a negotiable instrument and bill 
of lading cannot be used to support a claim in a court of law. It was 
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argued that barriers in all forms must be removed if e-commerce is to 
reach its full potential [Laryea, 2011]. 

 Recognition and Admissibility of Electronic Evidence 

Documents evidencing commercial transactions concluded over 
the Internet are mostly in electronic form (e-document). Any person 
wishing to establish his/her case before any court needs to rely on such 
documents to prove certain facts [Krishan, 2012]. Unfortunately, the 
literature has shown that e-documents (evidence) face admissibility 
obstacles before the courts [Krishan, 2012]. This is perhaps due to the 
novelty of e-commerce and/or inadequacies of the existing legal rules 
of evidence. Most courts reject e-documents based on several 
grounds. For example, a court may reject e-documents due to rules 
regarding originality or hearsay [Murphy, 1997]. Correspondences 
between parties on the Internet when downloaded are considered as 
copies against the original [Nuruddeen, 2014]. Thus, such documents 
will be treated as secondary (or hearsay) against the primary/original 
evidence. Secondary evidence is typically admitted under exceptional 
circumstances. Even when it is admitted under such circumstances, 
the weight to be attached to it is another issue that the court will have 
to consider again. 

Vulnerability to manipulations, modifications, and alterations are 
among the problems peculiar to e-documents [Krishan, 2012]. Equally, 
e-documents are susceptible to deliberate or unintentional changes. 
Sometimes, it may be difficult to detect alterations and modifications or 
changes on such documents, if not altogether undetectable 
[Chukwuemerie, 2006; Abubakar, 2014]. Consequently, the reliability 
and authenticity of e-documents is always in question. So, the chances 
of admitting computer records or e-documents are mean. Hence, a 
party may find it tough to establish his/her claim before courts. The 
admissibility of e-documents has been generating extensive arguments 
in Nigeria and it will continue to do so particularly among scholars and 
judges [Yemi, 2007]. However, given the targeted objectives of this 
paper, it is not intended to delve into a detailed academic discourse on 
the issue. It is suffice to briefly highlight the attitudes of several writers 
and judges towards the admissibility of e-documents, especially before 
the advent of the UMLE. An effort will be made to show how the UMLE 
comes in play to arrest the situation. 
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 Attitudes of Judges towards E-documents before the Advent of 
the UMLE 
Although computer printouts or records are regarded as 

documents, this is not so within the contemplation of some legislations 
particularly those enacted before the advent of the Internet. For 
instance, Section 2 of the Nigerian Evidence Act of 1945 defines 
document as: 

“Books, maps, plans, drawings, photographs, and also 
include any matter expressed or described upon any 
substance using letters, figures, or marks, or by more 
than one of these means intended to be used or which 
may be used to record that matter.” 

Computer records or documents do not seem to be captured 
under the above section [Ladan, 2014]. The Nigerian courts, including 
the Supreme Court, have taken different positions on the admissibility 
of computer-generated documents [Ladan, 2014]. For instance, in 
Nuba Commercial Farms Ltd v. NAL Bank Ltd (2001) 16 NWLR (Pt. 
340) 523, the Nigerian Court of Appeal agreed with the appellant that 
the admission of computer-generated printouts will occasion a 
miscarriage of justice. The court strongly relied on the definition of a 
document under the Evidence Act 1945. As highlighted above, the 
Evidence Act 1945 does not contemplate computer printouts. 

Conversely, some courts in Nigeria do admit computer 
documents given by the provisions of the Evidence Act 1945 liberal 
interpretation. For example, in Esso West African Incorp v. Oyegbola 
(1969) I NMLR 198, the Supreme Court stated that the law cannot be 
and is not ignorant of modern business methods of doing business and 
must not shut its eyes to the mysteries of the documents produced by 
computers [Trade Bank Plc. v. Chami (2003) 13 NWLR (Pt. 836) 158]. 

In Ogolo v. IMB (1995) 9 NWLR (Pt. 419) 324, Onalaja JCA 
expressed his view that courts should take judicial notice of electronic 
transactions. This is because banking operations have now changed 
to a computer-based system. The implication of which makes Nigerian 
businessmen to be modernised thereby keeping with the computer 
age. Hence, the learned JCA was of the opinion that “the system is so 
notorious that judicial notice of it can be taken under Section 74 of the 
Evidence Act”. 
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It is important to note that even the so-called advanced countries 
faced the same dilemma as Nigeria. However, they were only able to 
find their way-out through judicial activism [Akomolede, 2008]. For 
example, before the enactment of clear rules on electronic evidence, 
the majority of courts in the UK had utilised the “best evidence rule” to 
admit computer-based or computer-generated documents. The best 
evidence rule is an age-old common law principle of evidence that 
permits the admission of evidence if it appears to be the best available 
evidence to prove certain facts [Akomolede, 2008].  

Similarly, in the US case of King v. State Ex Rel Murdock 
Acceptance Corp. (1996) 22 F2d 39, the court admitted in evidence, a 
computer printout. The court accepted it under the exception to the 
hearsay rules. In a bold display of judicial activism, the court declared 
as follows: “The expenditure which the entire commercial world 
recognises as safe shall be sanctioned and not discredited by the 
courts of justice.” Thus, the legal system must encourage the use of 
modern technology to serve the best interest of the society. 

 The Advent of the UMLE and Admissibility of Electronic 
Evidence 
The above problem underscores the need for clear legal rules 

on admissibility to avoid stumbling blocks related to e-documents. 
Through the instrumentality of the UMLE, UNCITRAL has offered a 
solution under Article 9 of the UMLE that deals with the admissibility 
and evidential weight of data messages provided. 

Article 9 seeks to extend the principle of non-discrimination to 
rules of evidence. Thus, courts should not reject any piece of evidence 
simply because it is in an electronic form. When an electronic evidence 
tendered is the best available evidence that a party is relying on, then 
the court shall give it full legal effect. However, when such evidence is 
accepted, then the evidential weight to be attached to it depends on the 
discretion of the judge. In exercising discretion, the judge should have 
regards to inter alia the reliability and integrity of any piece of electronic 
evidence tendered.  

As pointed out above, the admissibility of electronic evidence is 
not intended to be absolute. Electronic evidence may be excluded on 
certain grounds [Wright, et al., 2003]. It is argued that the admissibility 
of electronic evidence is subject to the laid down rules of evidence and 
procedure [Losavio, et al., 2006]. For instance, courts may treat 
electronic evidence as hearsay because of doubts about the reliability 
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of its contents, but not due to doubts on the reliability of the technology 
used to record the contents. Article 10 of the UMLE provides three 
guiding principles about the contents of reliable electronic evidence. 
Reed and Angel (2007) enjoined the court to be guided by these 
guiding principles, namely the contents of the record (electronic 
evidence) have remained unchanged, the information in the record 
(electronic evidence) does originate from its purported source (whether 
human or mechanical), and that extraneous information such as 
apparent date of the record (electronic evidence) is accurate. 

These guiding principles are apt given the vulnerable nature of 
the electronic evidence. This is because electronic evidence is 
vulnerable to modifications and inadvertent alterations before bringing 
same to court for judicial use. 

 Salient Legal Issues about the UMLE vis-à-vis Consumer 
Protection 

There are several salient issues about the UMLE that are worthy 
of brief examination as follows: 

 Is the UMLE a Binding Legal Instrument? 
As pointed above, the UMLE has a great impact on the e-

commerce statutes of many countries. Nevertheless, its binding nature 
has been the subject of controversy among scholars. According to 
Eiselen (2008), the UMLE is a non-binding legal instrument (soft law) 
as it is not a product of international agreement (convention) [Eiselen, 
2008]. The UMLE only guides countries on how to address legal 
problems that pose a threat to the development of e-commerce in their 
domains. Hofman (2010) agrees with Eiselen (2008) on the non-
binding nature of the UMLE [Hofman, 2010]. However, Hofman (2010) 
further argues that at present, the UMLE can be considered to have 
attained the status of customary international law. This is following the 
fact that many states have adopted it in their respective jurisdictions 
[Hofman, 2010].  

Also, the provisions of the UMLE have been applied and 
interpreted by courts in many jurisdictions. Ferreira et al (2013) 
believed that customary international law might emanate from state 
practice, judicial decisions, and resolutions of the UNGA. Therefore, it 
is propounded that if the UMLE has attained the status of customary 
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international law as Hofman (2010) argued, then it binds all countries 
in the world regardless whether a given country has its blueprint.  

 Is the UMLE a Legal Instrument for Consumer Protections? 
Scholars like Jayabalan (2012) opines that the UMLE is not a 

comprehensive e-commerce legal document. The reason is that it does 
not seem to cover many e-commerce legal issues. For instance, 
Jayabalan (2012) is of the view that issues affecting e-consumers have 
not been explicitly dealt with by the UMLE. Jayabalan (2012) further 
argues that the MECA, being a replica of the UMLE, does not instil 
consumer protection in Malaysia. Perhaps, that is why Munir and Yasin 
(2010) suggested the need to review the MECA given its shortcomings. 
On the other hand, Palanissamy (2013) counter-argued Jayabalan 
(2012) and reported that the MECA is not a replica of the UMLE. 
Palanissamy (2013) averred that certain important provisions of the 
UMLE are found missing in the MECA. 

In short, it is inappropriate to say that the UMLE does not make 
provisions for consumer protection. This is particularly true if the 
provisions of Article 1 and 5 bis of the UMLE as noted above are taken 
into consideration. 

Article 1 of the Model Law clearly entails that consumer 
protection is within the scope of the Model Law. Additionally, Article 5 
bis of the Model Law recognises the protection of a weaker party 
(consumer) in a contract of adhesion. Contract of adhesion is a type of 
contract where terms and price are often not open to negotiation 
[Schwartzt, 2011]. It features unequal bargaining power between 
parties involved [Schwartzt, 2011]. A party (mostly the weaker one) is 
always left with the option of take-it-or-leave-it [Abu Bakar & Amin, 
2016]. Most e-commerce transactions, especially B2C, are of this type.  

The UNCITRAL WGE has endorsed the approach to consumer 
protection as provided under Article 1 of the UMLE [UNGA, Report of 
the Working Group on Electronic Commerce on Its Thirty-Eighth 
Session 2001]. The WGE shares the view that future e-commerce 
instruments should deal with the issue of consumers the same way as 
Article 1 of the UMLE did. 

 Does the Model Law Makes Provisions regarding E-consumer 
Institutional Framework? 
The UMLE is silent about the institutional framework and 

redress mechanism for e-commerce disputes and consumer 



MALAYSIAN JOURNAL OF CONSUMER AND FAMILY ECONOMICS Vol 26, 2021 

35 

protection. Fortunately, evidence has shown that some countries have 
bridged this gap by enacting comprehensive legislative frameworks for 
e-commerce transactions. For example, the Indian Information 
Technology DoE Act (IITA), 2000 is one of the most comprehensive 
legislation for e-commerce that has its roots from the Model Law. 
Chapter IX of the IITA deals with the issue of institutional framework 
and redress mechanism for ICT and e-commerce matters.  

The IITA has established an adjudicating body to try any person 
who contravenes any rules or regulations made under the IITA. It 
makes it compulsory for the government to appoint a competent person 
known as “Adjudicating Officer” (AO) to handle e-commerce related 
disputes. The IITA posits that no person shall be appointed as an AO 
unless such person has experience in both ICT and legal practice. The 
Cyber Appellate Tribunal was also established to hear appeals against 
the orders of the AO. The IITA makes other elaborate provisions 
covering areas such as electronic governance, attributions, e-
signature, regulation of certifying authorities, and cyber offences 
[Kamath, 2012]. 

Similarly, the EU as a region has coherent legal and institutional 
frameworks for e-commerce [Ayub et al., 2007]. Unlike IITA, the EU 
frameworks for e-commerce are provided under a different set of legal 
documents. This includes the Directive on E-commerce (DoE) 2000 
and Directive on Privacy and Electronic Communications (DPEC) 
2002. These legal documents are e-consumer friendly and regulate 
different aspects of e-commerce more than the UMLE. This is coupled 
with the fact that their approach is tilted towards B2C [Ayub et al., 
2007]. For example, the guarantee of right of a consumer to receive 
from e-traders (without delay) receipt in respect of their purchases.  

Additionally, the European Union Unfair Commercial Practices 
Directive (UCPD) 2005 (as amended) protects consumers against the 
insertion of unfair trade terms. The UCPD establishes a single general 
prohibition of unfair commercial practices distorting consumers’ 
economic behaviour. 

Apart from the regular courts, there exists the European 
Consumer Centres Network (ECCN) and European Small Claims 
Procedures (ESCP) that serve as watchdog consumer protection 
institutions. The ECCN entertains consumer complaints and disputes 
in the EU member states. It also renders advice and assistance to the 
consumers in cross-border claims. The ECCN procedure of settling e-
commerce disputes is simple, less time-consuming, and cheap. The 
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Online/Alternative Dispute Resolution (ODR/ADR) platform of the 
ECCN helps tremendously in resolving e-commerce related disputes 
with ease. All e-traders are under the obligation to provide ODR/ADR 
links on their websites where consumers can submit complaints via any 
of the EU languages that they prefer.  

When amicable settlement at the ECCN fails, the ECCN or 
consumers can also channel the grievance to the ESCP. It is a viable 
judicial tool for consumers to access justice in a cheap and simplified 
way. The ESCP entertains monetary complaints below the sum of EUR 
2000. However, many member states have increased the sum to EUR 
25,000. An online complaint form is made available in allowing 
consumers to submit complaints. Legal representation by lawyers in 
the ESCP system is not required. Furthermore, any judgment delivered 
by the ESCP is enforceable throughout the EU. This procedure reduces 
work burdens on the regular courts.  

 What Does the UMLE Say about E-commerce via Website? 
The UMLE’s approach to e-commerce seems to be tilted 

towards data message communications. It gives credence to 
communication through EDI, telephone, and email. The UMLE did not 
refer to the modern and most frequent electronic means of buying and 
selling, namely the website of e-traders. Perhaps, it could be right to 
say that this lacuna was not deliberate. The reason being that at the 
time when the UMLE was adopted, e-commerce via website was not 
prevalent as opposed to e-commerce via e-mail, EDI, fax, and telex.  

Nowadays, it is rare to find consumers buying goods through e-
mail, fax, or telex. The Philippine’s National Statistical Coordination 
Board Task Force on the Measurement of E-commerce discovered this 
lacuna and gave its recommendation to the government. The 
recommendation was for the Philippine to drop the UMLE’s definition 
of e-commerce and adopt a new one that will reflect the current 
realities. The recommendation, therefore, extended the notion of e-
commerce to: 

“Any commercial transaction conducted through an 
electronic, optical and similar medium, mode, 
instrumentality, and technology. The transaction 
includes the sale or purchase of goods and services, 
between individuals, households, businesses, and 
governments conducted over computer-mediated 



MALAYSIAN JOURNAL OF CONSUMER AND FAMILY ECONOMICS Vol 26, 2021 

37 

networks through the Internet, mobile phones, 
electronic data interchange (EDI), and other channels 
through open and closed networks” [This was quoted 
in the case of MCC Industrial Sales Corporation v. 
SsangYong Corporation (2007) GR No. 170633. This 
was also quoted by The LAWPHiL Project (Arellano 
Law Foundation), Philippine Laws and Jurisprudence 
Databank, 2016, 19]. 

Therefore, this suggests the fact that the UMLE itself needs to 
be reviewed to reflect the current e-commerce developments. Doing 
this will reinforce the principle of non-discrimination as propounded by 
the UMLE. It is imperative to point out that the UMLE remains a relevant 
and vital legal instrument relating to e-commerce. This is despite its 
shortcomings as argued by the above scholars. Until now, countries 
continue to enact e-commerce legislation based on the principles 
established by the UMLE. Besides, countries stand to gain more 
guidance from other similar international legal instruments like the 
OECD Guidelines for Consumer Protection in the Context of E-
commerce 1999. 

 Conclusion and Recommendations 
The paper has examined selected provisions of the UMLE 1996 

and established that UMLE is the first international legal instrument on 
e-commerce. It validates and gives legal effect to communications 
conducted via electronic means including commercial transactions. 
Many countries in the world have domesticated the UMLE. The paper 
has also highlighted several limitations of the UMLE. The paper, 
therefore, makes a call for the review of the UMLE as a result of new 
technological advancements in the 21st century which were not 
envisaged by the UMLE at the time of its enactment in 1996. The paper 
specifically called for the elaboration of the definition of e-commerce 
and insertion of e-consumer rights into the UMLE. These rights include 
the right to get a receipt for all online purchases, the right to delivery, 
and the right to an online mechanism of settling disputes. The reason 
for this suggestion is due to the fact that UMLE has been the 
international legal instrument used by countries to sharpen the 
domestic legal norms and rules in their domains. The paper 
recommends for lawyers, judges, academicians, and the general public 
to visit the UNCITRAL website where e-commerce decided cases from 
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various jurisdictions are collated and uploaded. This will promote 
international awareness, a uniform interpretation, and application of the 
UMLE and other legal texts produced by the UNCITRAL. 
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