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Abstract 
E-hailing services have been on the rise since the advent of smartphones in 
2009. It started with Uber services, which led to other e-hailing services in 
Malaysia, like Grabcar, Mycar and others. Despite the mounting popularity of 
e-hailing, its services are not without complaints or tragic occurrences. There 
have been cases reported of harassment, rape and even murder of 
passengers. Hence, the purpose of this study examines the predictors of e-
hailing services with special attention to the mediating role of perceived 
threat. The study employed the quantitative research approach, where a 
questionnaire consisting of a total of 46 items was developed. A total of 400 
responses were collected from the distribution of 400 questionnaires, 
representing a response rate of 58.75 per cent. The data was analysed using 
Structural-Equation Modelling (SEM) through the SmartPLS software. The 
finding shows that perceived threat is a significant direct predictor of 
cybersecurity behavior, while perceived vulnerability, perceived benefit and 
self-efficacy are direct predictors of the perceived threat and indirect 
significant predictors of cybersecurity, mediated by a perceived threat. 
Government policy has no significant direct or indirect impact on 
cybersecurity behavior. The findings imply that while e-hailing services have 
their benefits, customers need to be alert and vigilant at all times due to the 
vulnerability and threats that may come with their usage. 

Keywords:  E-hailing, cybersecurity behavior, perceived vulnerability, 
government policy, perceived benefit.  
 

 Introduction 

E-hailing is a platform where the drivers and passengers can be 
directly connected through third-party mobile phone applications. It has 
replaced the conventional taxi service, which is considered one of the 
important elements in the modern transportation industry. Taxis avail 
the advantages of speed, privacy, convenience, door-to-door services 
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and 24-hour availability compared to other categories of public 
transportation, such as the bus or train. Traditionally, especially on a 
rainy day or during rush hours, customers on the streets could simply 
hail an empty taxi, which can give lower levels of quality and comfort 
(He and Shen, 2015). In recent years, by using smartphones, people 
can hail taxis easily due to the advent of technology as an alternative 
to going to the roadside and looking for an available taxi. The 
introduction of the new way to get a ride has affected the taxi industry 
to some extent, particularly with the launch of e-hailing services, which 
have resulted in taxi drivers getting fewer customers and their profits 
going on a decline. However, taxi drivers must adjust to these 
technological developments in line with the changing times.  

In order to enjoy the e-hailing services, passengers need to 
register their details in the mobile application of e-hailing, such as Grab. 
When they use the application, they will be directly connected to the 
nearest e-hailing drivers. According to Teo, Mustaffa, & Rozi (2018), 
Garrett Camp and Travis Kalanick introduced mobile app services in 
2011 and e-hailing in March 2009 in San Francisco. The number of 
new e-hailing service companies has improved with new entrants due 
to the high acceptance and demand for such services. This e-hailing 
concept has spread across the world. E-hailing apps, such as Grabcar, 
Mycar, Mula and Ezcab, have become the most popular e-hailing apps 
in Malaysia since 2019. In Malaysia, for example, the number of 
registered users of e-hailing apps has exceeded seven million users 
(statista.com, 2020). However, cybersecurity behavioral concerns 
affecting users and drivers are growing in safety and security. 

Cybersecurity behavior refers to the safety and security of users 
and drivers involved in e-hailing services. The real intent of 
cybersecurity is to reduce the possibility of malicious attacks on 
software, machines, and networks. The rapid rise of technology in 
Malaysia correlates with increased cybersecurity incidents in Malaysia. 
Malaysia was ranked ninth among the top 10 countries with the most 
malware-attacked users. Malaysia was also ranked tenth of the top 10 
countries with a high risk of malware infection (Muniandy, Muniandy, & 
Samsudin, 2017). Eight victims have been confirmed as having lost 
approximately RM60,000. A pregnant woman had a miscarriage 
because she was robbed by an e-hailing driver (Wong, 2017). The 
Land Public Transport Agency (SPAD) responded after the incident 
that they will beef up measures to ensure the safety and comfort of 
users during their trips. According to The Star, a woman was reportedly 
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assaulted in front of a hotel in Putatan, Sabah, by her e-hailing driver 
in 2019. Hence, this study investigates the direct predictors of 
cybersecurity behavior and perceived threat in e-hailing services in 
Malaysia and the mediating role of perceived threat. 

 Literature Review 

 E-hailing Services 

According to He & Shen (2015), e-hailing services are a new 
phenomenon or application that enables users to book a ride through 
their smartphones. This service has become popular globally. Idros, 
Mohamed, & Jenal (2018) defined e-hailing as ‘an online process of 
ordering and booking a vehicle using a computer or mobile device’. E-
hailing is also known as ride-sharing or ride-booking. This new 
phenomenon is considered an outcome of the fast growth of 
smartphone-enabled e-hailing applications to create a new segment of 
car service. E-hailing services are also known as convenience services 
that customers can use anywhere and anytime. According to Clewlow 
& Mishra (2017), e-hailing is a platform where people can book and pay 
for drivers directly online. Passengers ought to register their details and 
location via GPS whenever they use the e-hailing mobile application to 
allow nearby drivers to accept the request and pick them up 
(Fassbender, 2016). 

 Cybersecurity Behavior 

Cybersecurity behavior is defined as ‘the knowledge, ability, and 
experience that an individual must commit to the objective of meeting 
security compliance’ (Daud, Rasiah, George, Asirvatham, & Thangiah, 
2018). Cybersecurity behavior is characterised as an individual’s 
awareness, willingness, and expertise to commit to goals to achieve 
security enforcement objectives (Choi, Levy, & Hovav (2013). 
Cybersecurity behavior is also an action involving a group of 
commitments that are applied to objectives. 

 Underpinning Theory 

The model proposed by Anwar et al. (2017) on the self-reported 
cybersecurity behavior model, the health belief model by Rosenstock 
(1974), protection motivation theory by Roger (1983), and Porter’s 5 
forces model are the most appropriate underpinning models and 
theories for this research (2008). 
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 Perceived Threat 

A perceived threat is an external stimulus that occurs, whether 
or not a person perceives the threat. When an individual perceives a 
threat, the person is aware of the threat (Safa, Sookhak, Von Solms, 
Furnell, Ghani, & Herawan, 2015). Threat is the user’s assessment of 
the level of danger posed by a threatening event. In recent research, 
threat is considered an important factor that affects an individual’s 
perception and changes his/her behavior towards compliance with 
information security policies in the organisation (Karjalainen, Siponen 
& Sarker, 2020). The integration of Porter’s model as a mediator and 
moderating effects on generation gaps, as well as the government 
policy effect, reflect the new gap. Only the health-belief model and the 
protection motivation theory had been used in previous research. The 
mediating effects of the perceived threat from the proposed model have 
been added as a new gap (Porter, 2008). Hence, the proposed 
hypothesis is as follows: 

H1:  Perceived threat is directly related to cybersecurity behavior. 
 

 Perceived Vulnerability 

According to Zhao, Ni, & Zhou (2018), ‘perceived vulnerability is 
the judgement that one will feel that his/her health is being threatened’. 
According to Polatidis, Pavlidis & Mouratidis (2018), ‘vulnerabilities are 
characterised as vulnerabilities of an ability or group ability which could 
be manipulated by one or more incidents’. With regard to the 
conventional concept of vulnerability, individuals may be vulnerable as 
assets to an information-holding entity, even if they do not wish to pose 
any threat. Previous studies have found that perceived vulnerability 
significantly affects cybersecurity behavior (Wang, White, Chen, Gao, 
Li & Luo, 2015). Abomhara (2015) defined vulnerability as a weakness 
of an asset or group of assets that can be exploited by one or more 
threats. Vulnerabilities in a device or its design can allow an attacker to 
execute commands, access unauthorised information, and/or perform 
denial-of-service attacks. Perceived vulnerability is related significantly 
to cybersecurity behavior (Li, He, Xu, Ash, Anwar, & Yuan, 2019). 
Cathcart & Glendon (2016) found that the relationship between 
perceived vulnerability and the perceived threat is significantly related. 
Thus, in this study, we formulated the following hypothesis: 
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H2:  Perceived vulnerability is directly related to perceived threat. 
 

 Security Self-Efficacy 

Self-efficacy is an individual’s perceived capacity to take on the 
recommended coping or adaptive responses. In other words, security 
self-efficacy indicates whether or not a person feels capable of 
adopting a certain measure of risk reduction (Gebrehiwot & Van der 
Veen, 2015). People with a high degree of self-efficacy have a higher 
level of self-confidence in their ability to mobilise resources and 
cognitive capital, as well as in the course of action required to 
effectively accomplish a task. The researcher found that security self-
efficacy has a significant relationship with cybersecurity behavior (Li et 
al., 2019). Jansen & Van Schaik (2019) found that the relationship 
between security self-efficacy and the perceived threat is significant. 
Subsequently, the following hypothesis is derived: 

H3:  Security self-efficacy is directly related to perceived threat. 
 

 Perceived Benefit 

In the model of health belief, the perceived benefit applies to the 
expectations of a person of the relative efficacy of an intervention to 
reduce the danger of one’s ill-health. It is the assumptions of the 
individual about the convenience and usefulness of different courses 
of action, not the empirical facts on the benefits, that decide the health-
related actions of a person (Anwar, Hwang, & Sung, 2017). According 
to Tanadi, Samadi & Gharleghi (2015), the presumed advantage is the 
perception of customers that this online transaction is much better than 
other online transactions to which they feel extended. According to 
Anwar, He, Ash, Yuan, Li, & Xu (2017), perceived benefit is positively 
significant towards cybersecurity behavior. In fact, the perceived 
benefit of consumers is the extension of the advantages or satisfaction 
of e-hailing services that meet the needs and wants of customers. 
According to Tanadi et al. (2015), perceived benefit replicates what 
customers gain from using the e-hailing services. The perceived benefit 
of e-hailing services can be measured from the level of satisfaction over 
the services provided by the drivers. Lee, Chan, Balaji & Chong (2018) 
found that the relationship between perceived benefit is significant with 
the perceived threat. Hence, this hypothesis seems logical to be tested: 
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H4:  Perceived benefit is directly related to perceived threat. 
 

 Government Policy 

The government’s policy regarding cybersecurity is expected to 
affect e-hailing passengers’ behavior. In Malaysia, e-hailing is 
governed by SPAD, the central government agency in charge of 
managing all public transportation. The Commission, which is directly 
under the Prime Minister’s authority, is responsible for public 
transportation policy, rules, guidelines, and regulations covering all 
aspects of public transportation on the ground (www.spad.gov.my). 
According to Gil-Garcia, Pardo & Luna-Reyes (2018), government 
policy is to improve public administration performance, and one way to 
increase efficiency is through the increased use of mechanisation, 
demonstrating how today’s use of data to streamline processes plays 
a prominent role in public policy. According to Shackelford, Proia, 
Martell, & Craig (2015), the relationship between government policy 
and cybersecurity behavior is significant. Accordingly, Irawan, 
Belgiawan, Joewono & Simanjuntak (2020) found that government 
policy has a significant relationship with the perceived threat. 
Hypothetically, the following statement is proposed:  

H5:  Government policy is directly related to perceived threat. 
 

 Mediating effects of Perceived Threat 

Past studies have found the mediating relationships are limited 
in that the extensive literature revealed only one study representing 
each variable. This may be a strong sign that scholars in this area have 
not given enough attention to the linkage. Some of the studies which 
could closely be linked to this relationship are the empirical study that 
evaluated the mediating influence of perceived threat on the 
relationship between perceived vulnerability (Cathcart & Glendon, 
2016); security self-efficacy (Jansen & Van Schaik, 2019); perceived 
benefit (Lee et al., 2018) and government policy (Irawan et al., 2020) 
and cyber security behavior. 

Hence, the following four mediating effects of perceived threat 
are proposed:  

H6:  Perceived threat mediates the relationship between perceived 
vulnerability and cybersecurity behavior. 



MALAYSIAN JOURNAL OF CONSUMER AND FAMILY ECONOMICS Vol 27 (S1), 2021 

153 

H7:  Perceived threat mediates the relationship between security 
self-efficacy and cybersecurity behavior. 

H8:  Perceived threat mediates the relationship between perceived 
benefits and cybersecurity behavior. 

H9:  Perceived threat mediates the relationship between government 
policy and cybersecurity behavior. 

Based on the discussion of the literature above, a theoretical 
framework is proposed as in Figure 1. The variables selected are the 
combination from the three underpinning theories discussed above: 
Perceived threat from Porter (2008) and perceived vulnerability and 
security self-efficacy from Anwar et al. (2017), perceived benefit from 
Rosenstock (1974) and Government Policy from Mei et al. (2012). 

 
Figure 1 : Theoretical Framework 

 Methodology  

This study intends to examine how several variables could affect 
perceived threat and cybersecurity behavior in the e-hailing industry 
(Figure 1). The research design is a quantitative survey method using 
a questionnaire. The measurement of the data consists of six main 
variables comprising a total of 46 items. The measurement of 
cybersecurity behavior (CSB) comprising nine items is adapted from 
past studies (Vance, Siponen, & Pahnila, 2012; Shih, Lin, Chiang, & 
Shih, 2008; Ng, Kankanhalli, & Xu, 2009); perceived vulnerability (PV) 
comprising eight items is adapted from Ng, Kankanhalli, & Xu (2009), 
Mohamed & Ahmad (2012) and Ifinedo (2012); security self-efficacy 
(SSE) with seven items is adapted from Rhee, Kim, & Ryu (2009), 
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Ifinedo (2012) and Ng, Kankanhalli, & Xu (2009); perceived benefit 
(PB) with six items is adapted from Palumbo, Hajek, Delforge, Kropff, 
Petrucci, Catalano, & Cascavilla (2012); government policy (GP) with 
five items is adapted from Ng, Kankanhalli, & Xu (2009); and perceived 
threat (PT) consisting of a perceived threat of new entry (PTE) with five 
items is adapted from Alrawashdeh, Muhairat, & Alqatawnah (2012); 
and perceived threat of substitute (PTS) with six items is adapted from 
Alrawashdeh et al. (2012) and Uçmak & Arslan (2012).  

All items are based on a 7-point Likert scale, ranging from 
strongly disagree (1) to strongly agree (7). The sampling technique is 
collecting data from 400 passengers of e-hailing services. The 
sampling frame used is cluster sampling from two main cities of Kuala 
Lumpur and Alor Setar, Kedah. A total of 235 responses were 
collected, representing a 58.75% response rate. The data was 
collected using a self-administered survey and analysed using 
SmartPLS 3.0. 

 Findings 

The demographic profile of the respondents shows that 44% are 
male and 56% are female users. Most of the e-hailing users are from 
Generation Y (aged 22–37 years), while the least is from Generation 
Alpha (<22 years). As for education level, it is mostly Bachelor’s degree 
(45%), Master’s degree (14%) and PhD (13%), while 17% have a 
Certificate/Diploma. In terms of ethnicity, most e-hailing users are 
Malays (84.3%) (Table 1). 

All constructs show adequate reliability and validity readings 
(Table 2). The main findings from this study show that a significantly 
direct predictor of cybersecurity behavior is perceived threat, while 
perceived vulnerability, self-efficacy and perceived benefit have a 
significant direct relationship to a perceived threat (Table 3). Perceived 
vulnerability, self-efficacy and perceived benefit also have indirect and 
significant relationships with cybersecurity behavior, mediated by 
perceived threat (Table 4). However, government policy has an 
insignificantly direct and indirect relationship with perceived threat and 
cybersecurity behavior (Tables 3 & 4). 
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Table 1 : Descriptive Findings of The Demographic Profile (N=235) 

Variable Frequency Percentage 
Gender Male 103 44% 

Female 132 56% 
Age Under 22 years 3 1.3% 

22–37 years 137 58.3% 
38–52 years 50 21.3% 
53–71 years  45 19.1% 

Education Certificate/Diploma 39 16.6% 
Bachelor’s Degree 106 45.1% 
Master 32 13.6% 
PhD 30 12.8% 
Others 28 11.9% 

Ethnic Malay 198 84.3% 
Chinese 25 10.6% 
Indian 8 3.4% 
Others 4 1.7% 

 
Table 2 : Construct Reliability and Validity 

Construct Mean SE Α CR AVE VIF R2 

CSB 4.984 1.041 0.824 0.895 0.860 - 0.412 
PT 5.015 .969 0.918 0.840 0.755 1.529 0.425 
PV 5.197 .833 0.867 0.894 0.717 1.320  
SSE 4.771 1.296 0.938 0.951 0.874 1.249 

 

PB 5.372 .748 0.826 0.873 0.763 1.300 
 

GP 5.886 .822 0.918 0.934 0.859 1.054 
 

 
Table 3 : Direct Hypotheses Testing—Structural Path Analysis  

Paths Β S. E t-value p-value Status 
H1: PT → CSB 0.641 0.047 13.757 0.000 significant 
H2: PV → PT 0.286 0.057 4.984 0.000 significant 
H3: SSE → PT 0.417 0.058 7.193 0.000 significant 
H4: PB → PT 0.216 0.070 3.091 0.001 significant 
H5: GP → PT -0.077 0.085 0.897 0.185 Not 

significant 
Note: R2 =41.2% 
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Table 4 : Hypothesis Testing of The Mediating Effect 

Hypo 
thesis 

Path Β SE t-value p-
value 

LLCI ULCI 

H6 PV→PT→CSB 0.183 0.040 4.569 0.000 0.124 0.0252 
H7 SSE→PT→CSB 0.267 0.043 6.180 0.000 0.190 0.334 
H8 PB→PT→CSB 0.139 0.47 2.939 0.002 0.062 0.214 
H9 GP→PT→CSB -0.049 0.055 0.895 0.186 -0.117 0.067 

 
 Conclusion and Recommendations 

From the finding, it shows that all direct relationships are 
supported except for government policy. Perceived threat is 
significantly related to cybersecurity behavior and indicates that threats 
could be lurking around e-hailing services, which can risk the safety 
and security of the passengers. A similar finding was found in a 
previous study (Karjalainen et al., 2020). Subsequently, the positive 
relationship between perceived vulnerability and the perceived threat 
could imply that passengers may be vulnerable to threats, especially if 
they are female, travelling alone and at odd hours. This finding is 
supported by Cathcart & Glendon (2016). Additionally, security self-
efficacy is found to have a significant influence on the perceived 
threats. Jansen & Van Schaik (2019) lend support for this finding. This 
finding could imply that those passengers who feel more self-
confidence (high self-efficacy) in taking the e-hailing services will feel 
less threatened by the service. Alternatively, the perceived gain, often 
confirmed by previous studies, is substantially linked to the perceived 
threat (Lee et al., 2010). A possible explanation may be that many 
passengers view e-hailing services as advantageous but with a highly 
perceived danger. In most cases, people will always seek e-hailing 
services because it is cheaper and convenient than other transport 
services (Giddy, 2019). Lastly, government policy is insignificantly 
related to the perceived threat. This could mean that the existing 
government regulations on e-hailing business could not reduce the 
threats to passengers. Cybersecurity laws and regulations need to be 
enhanced to escalate the passengers’ safety and security while taking 
e-hailing services. 

The perceived threat seems to significantly mediate the 
relationship between perceived vulnerability, security self-efficacy and 
perceived benefit with cybersecurity behavior. This indicates that 
perceived threat plays a major role in reducing or increasing the 
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passengers feeling of vulnerability, self-efficacy and perceived benefit 
while using the e-hailing services. Hence, passengers need always be 
vigilant at all times when using e-hailing services since the threats 
could happen when least expected.  

In conclusion, e-hailing passengers need always be vigilant and 
careful when on board e-hailing services. The general idea from the 
findings is that in spite of the perceived benefits of e-hailing services, 
passengers still need to be alert and vigilant of perceived threats to 
ensure their safety and security. The government needs to re-look its 
policy, including laws and regulations of using e-hailing services, to 
increase the surveillance of e-hailing passengers, especially of the 
female gender, who are the main users of e-hailing services.  
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